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How can we defend against an enemy, when
we don’t even know who the enemy is?
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To learn the tools, tactics, and motives
iInvolved in computer and network
attacks, and share the lessons learned.
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Improve security of Internet at no cost to the
public.
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Non-profit (501c3) organization with Board of
Directors.

Funded by sponsors
Global set of diverse skills and experiences.

Open Source, share all of our research and findings at
no cost to the public.

Deploy networks around the world to be hacked.
Everything we capture is happening in the wild.
We have nothing to sell.
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Starting in 2002, the Alliance is a forum of
organizations around the world actively

researching, sharing and deploying
honeypot technologies.

http://www.honeynet.org/alliance/
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South Florida Honeynet Project

Georgia Technical Institute

Azusa Pacific University

USMA Honeynet Project

Pakistan Honeynet Project

Paladion Networks Honeynet Project (India)
Internet Systematics Lab Honeynet Project (Greece)
Honeynet.BR (Brazil)

UK Honeynet

French Honeynet Project

Italian Honeynet Project

Portugal Honeynet Project

German Honeynet Project

Spanish Honeynet Project

Singapore Honeynet Project

China Honeynet Project
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* A honeypot is an information system resource
whose value lies in unauthorized or illicit use of
that resource.

e Has no production value, anything going to or from
a honeypot is likely a probe, attack or compromise.
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A great deal of the security profession (and the
IT world) depend honeypots, however few know
it. Honeypots ...

« Build anti-virus signatures.

* Intelligence gathering (Symantec / Arbor)
e Build SPAM signatures and filters.

* ISP’s identify compromised systems.

« Assist law-enforcement to track criminals.
 Hunt and shutdown botnets.

 Malware collection and analysis.
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e Low-interaction
 Emulates services, applications, and OS's.

* Low risk and easy to deploy/maintain, but
capture limited information.

* High-interaction
* Real services, applications, and OS’s

e Capture extensive information, but high
risk and time intensive to maintain.
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High-interaction honeypot designed to capture
In-depth information.

Information has different value to different
organizations.

Its an architecture you populate with live
systems, not a product or software.

Any traffic entering or leaving Is suspect.
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Hundreds of scans a day.

Fastest time honeypot manually compromised,
15 minutes (worm, under 60 seconds).

Life expectancies: vulnerable Win32 system Is
under three hours, vulnerable Linux system is
three months.

Primarily cyber-crime, focus on Win32 systems
and their users.

Attackers can control thousands of systems
(Botnets).
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 Motives vary, but we are seeing more and
more criminally motivated.

e Fraud, extortion and identity theft have
been around for centuries, the net just
makes it easier.
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How lucrative is pump-and-dump spam?

Hackers, Browsaers, Rootkits, Vulnemability research, Spam and Phishing, Spyware and Adware
Botnets, Exploit code, Data thelt, McAfee, Symantec

KBA Worthwhile? |
OUR OFIMION [ 8\

Are pump-and-dump spammers really making maney from hyping penny stocks in e-malls?
Paul Moriarty has the answer and it's an eyebrow-raising sight.

Over the last month, Moriarty, director of product development for Internet Content Security at
Trend Micro, has been running a virtual portfolio of selling short on stocks found during
spam runs. After 22 transactions in a five-week period, he has earned a whopping $25 610.

Short selling (shorting} a stock is the act of profiting from a stock price going down. A short
seller will typically borrow a security and sell it, expecting that it will decrease in value so that
they can buy it back at a lower price and keep the difference.

During Moriarty’s research, he used data from pump-and-dump e-mails flooding into Trend
Micro's spam honeypots. "As soon as | see activity on a particular stock, I'l short that and set
a limitto cover after I've made 10%. In just over five weeks, 've turned a 25.6 percent profit
on a $100,000 virtual portfolio. This is exactly what these spammers are doing. If's risky
business but it's easy money,” Moriarty said in an interview.

"I made money on every transaction,” he added.

©On the other hand, if he were to have fallen victim to "hot stock” e-mail tips and invested and
held, Maoriarty's portfolio would have been down 27.6 percent.

Moriarty shared
his research with
me after the SEC's
announcement
yesterday that it
— had suspended
pli trading in 35
3 companies whose
— shares were
— * promoted in spam
—— e-mails. (See
more from Larry
sa00 - Dignan}

Shorting Pump & Dump Stocks
Cumulative Met Gains

| A A S Although the SEC
n L i ’ move is to be
applauded, Mariarty sees it as a double-edged sword that creates an even bigger problem.

Rinbot worm still hitting businesses
But there is 'no large global threat'

By Gregg Keizer

The Rinbot worm continues to pester and plague companies, several security
organisations said, even as Symantec declared that its honeypot network had
captured traffic showing that a botnet was spreading the malware.

Spam at all time high

MNine out of 10 e-mails will be spam by end 2007
Darren Pauli (Computerworld)

Up to 90 percent of all e-mails will be spam by the

end of this year, according to research released Diga thi

yesterday. '[

Security vendor Marshal's Threat Research and

Content Engineering (TRACE) team manitared

spam traffic from honeypots located across 18 Express Dat

countries and recorded a 30 percent increase Top Stori

over the last week which smashed global record

lavels. Sarato
filtering
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e The mass users.

 Tend to be non-security aware, making
them easy targets.

 Economies of scale (it's a global target).
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e The main goal of this tool is to act as a
completely Secure Ethernet Bridge over TCP/IP,
tunneling in a transparent, safe and easy way,
network traffic to a remote location without the
need of any kernel patches or modules, or even
the need to hide routing in the Honeypots.

* |t can be used to easily deploy honeypot farms of
distributed honeypots, transporting network traffic
to a central honeypot architecture where data
collection and analysis will be done. It can also
be used as a very simple and efficient VPN
(Virtual Private Network) for any other purposes.
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VMWare Image
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e you don't need any kernel patches, something
that almost all the VPN packages available need

e you don't need almost any network knowledge to
setup

e you don't need to hide routes

* you can redirect your network traffic to a remote
location in a few minutes, from scratch,
everything working in transparent mode

e you have just one place to setup everything

 you can handle as many clients as you want, just
by doing small changes in one configuration file
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« Deploying traditional honeypots and honeynets can be a problem if you
have in mind that every honeypot you deploy means more work and
resources required to maintain and analyze everything it collects. In the
other hl?nd the more honeypots you deploy, the more valid information you
can collect.

 Honeypot Farms are one way to solve this problem. A honeypot farm is
nothing more then a several honeypots located in a single location. You
then place redirectors anywhere you want in the world. The redirectors are
Pothing more then 'virtual honeypots' that redirect traffic to the honeypot
arm.

 People when attacking one of those systems think they are interacting with
a system (your virtual honeypot) in Portugal, United States or United
Kingdom, yet in reality all of their activity I1s being redirected to your single
collection of honeypots. The redirectors make it very easy to virtually
deploy lots of honeypots all over the place, but you only have to maintain a
small number of real honeypots in a single location.
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 Legacy is a tool that relates worms and other sort
of malware

* The relation is built with the NCD (Normal
Compression Distance) formula. Two worms are
more similar if the result of the NCD between
them Is close to zero

e The program that makes the calculations it's
written in Ruby using Clamav library to identify
the malware. The relations results and malware
Information are stored in a MySQL database
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e Large networks of hacked systems.

e Often thousands, If not tens of thousands,
of hacked systems under the control of a
single user.

 Automated commands used to control the
‘zombies’.
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* A collection of compromised systems
(usually Win32 pc’s) under a single,
administrative control.

 Admin (usually criminal) sends a single
command, that command is then
replicated to thousands of systems.




— T H E H ONEYNET PR OJETCT

#

geolocation- geolocation- module-
hostip geoip portwatch
TCP
Port vuln-lsass shellemu- download-tftp submit-
winnt xmirpc

g download-ftp J
download-http
_-_"““--_______ . ___d_ﬂd_ﬂ-f"”#
download-link

h 4

shellcode-
generic

=
vuln-dcom

: =3

1 —{ wuin-asn1t

TCP ( vuln-wins TJ B
Port
( ) | ; \ ;

-,

submit-
file

submit-
norman

2100 sayjuadau \
/

e
Payload URL of Downloaded
Malware Binary

dnsresolve-
download adns




— T H E H ONEYNET P R OJETCT

$ % & (

* Nepenthes retrieves malware following a
successful attack.

 Malware designed to join command
channel for remote control.

e Use same information, join with botnet
monitoring software.
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Data Overview
See what's happening on the internet.
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Attacker World Map

Geographically visualizing malicious hosts.

Exploitation Hosts
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IRC Server

| =

Yictim Wictim Yictim Yictim




— T H E H ONEYNET P R OJETCT

ddos.synflood [host] [time] [delay] [port]
starts an SYN flood

ddos.httpflood [url] [number] [referrer] [recursive = true||false]
starts a HTTP flood

scan.listnetranges
list scanned netranges

scan.start
starts all enabled scanners

scan.stop
stops all scanners

http.download
download a file via HTTP

http.execute
updates the bot via the given HTTP URL

http.update
executes a file from a given HTTP URL

cvar.set spam_aol_channel [channel]
AOL Spam - Channel name

cvar.set spam_aol_enabled [1/0]
AOL Spam - Enabled?
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Central control system, easy to shut down.

Easy to identify other compromised
systems.

Cleartext Protocols

Good guys have automated tools for
detection and mitigation.
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« After successful exploitation, a bot uses TFTP,
FTP, or HTTP to download itself to the
compromised host.

 The binary Is started, and connects to the hard-
coded master IRC server.

« Often a dynamic DNS name is provided rather
than a hard coded IP address, so the bot can be
easily relocated.

« Using a special crafted nickname like
USA743634 the bot joins the master's channel,
sometimes using a password to keep strangers
out of the channel
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Port 445/TCP
Port 139/TCP
Port 135/TCP
Port 137/UDP

Infected systems most often WinXP-SP1
and Win2000



#

* (...) Up to a quarter of online computers
are virus-infected components in botnet
networks of PCs under the control of
hackers (...) Cerf estimated that between
100 million and 150 million of the 600
million PCs on the internet are under the
control of hackers (...)

http://www.theregister.co.uk/2007/01/26/botnet_threat/
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* Botnets sold or for rent.
e Saw Botnets being stolen from each other.

 Observed harvesting of information from
all compromised machines. For example,
the operator of the botnet can request a
list of CD-keys (e.g. for Windows or
games) from all bots. These CD-keys can
be sold or used for other purposes since
they are considered valuable information.



 Honeypots very powerful and heavily
used, but not widely known.

 Many different types, each with own
advantages and disadvantages.



The Honeynet Project is a non-profit, research
organization improving the security of the
Internet at no cost to the public by providing
tools and information on cyber security threats.



Questions?

http://www.honeynet.org.pt
<project@honeynet.org.pt>

Most of the slides were a courtesy from Lance Spitzner.



